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Chapter 1: Introduction

1.1. Whatis OWASP Top 10?

The Open Web Application Security Project (OWASP) is a non-profit organization
focused on improving the security of web applications. One of its most prominent
projects is the OWASP Top 10, a regularly updated list of the most critical security
risks to web applications. The OWASP Top 10 serves as a standard awareness
document for developers, security professionals, and organizations, helping them
understand and address the most common security vulnerabilities in their web
applications.

The OWASP Top 10 is developed by a global community of security experts who use
real-world data to identify and prioritize the most critical security risks. By focusing
on the Top 10 risks, organizations can efficiently allocate resources to mitigate the
most significant threats, resulting in a more robust and secure application.

1.2. Importance of Web Application Security

As the internet continues to grow, web applications have become an integral part
of our daily lives. They enable us to shop online, access financial services,
communicate with others, and much more. This widespread reliance on web
applications also makes them a prime target for cybercriminals who seek to
exploit vulnerabilities and gain unauthorized access to sensitive data or disrupt
services.
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Web application security is essential not only for protecting user data and ensuring
the privacy of users but also for maintaining the trust and reputation of
organizations. A successful cyber attack can have severe consequences, including
financial loss, damage to brand reputation, and potential legal implications.
Therefore, implementing robust security measures is a critical requirement for any
organization that operates web applications.

1.3. Goals and Scope of Web Penetration Testing

Web penetration testing, also known as web application penetration testing or web
app pen testing, is a proactive approach to identifying and addressing security
vulnerabilities in web applications. The primary goal of web penetration testing is
to simulate real-world attack scenarios to identify potential weaknesses in an
application’s security posture.

The scope of web penetration testing typically includes:

= Evaluating the security of the application’s architecture, design, and
implementation.

= Identifying vulnerabilities in the application’s source code, configurations, and
runtime environment.

= Assessing the effectiveness of existing security controls and countermeasures.

= Exploiting identified vulnerabilities to determine their potential impact on the
application and its users.

= Providing actionable recommendations to remediate identified vulnerabilities
and improve the overall security of the application.

Web penetration testing is a critical component of an organization's security
strategy, helping to ensure that web applications are secure against common
threats and providing valuable insights to guide the development of more secure
applications in the future.
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Chapter 2: Understanding Web

Application Vulnerabilities

2.1. Common Web Application Vulnerabilities

Web application vulnerabilities are weaknesses or flaws in the design,
implementation, or configuration of a web application that can be exploited by an
attacker to compromise its security. Some of the most common web application
vulnerabilities include:

= Injection Attacks: These occur when untrusted data is sent to an interpreter as
part of a command or query, allowing the attacker to execute unintended
commands or access unauthorized data.

= Broken Authentication: This vulnerability arises when an application fails to
implement proper authentication and session management controls, enabling
attackers to impersonate other users or gain unauthorized access to sensitive
resources.

= Sensitive Data Exposure: This occurs when an application inadequately protects
sensitive data, such as user credentials, payment information, or personally
identifiable information (PI), making it susceptible to unauthorized access,
modification, or disclosure.

= Cross-Site Scripting (XSS): This vulnerability enables attackers to inject
malicious scripts into web pages viewed by other users, leading to a range of
attacks such as stealing session cookies or redirecting users to malicious
websites.

= Insecure Deserialization: This vulnerability occurs when an application
deserializes untrusted data without proper validation or sanitization, potentially
allowing remote code execution or other malicious activities.
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2.2. Attack Surface Analysis

Attack surface analysis is the process of identifying and evaluating the various
entry points and potential attack vectors that an attacker could exploit to
compromise a web application. By understanding the attack surface, security
professionals can better assess potential risks and vulnerabilities, prioritize
remediation efforts, and develop effective security controls to minimize the
likelihood of successful attacks.

The attack surface of a web application typically includes:

= Publicly accessible web pages, forms, and APIs.

= User authentication and access control mechanisms.

= Server-side and client-side code and configurations.

= Backend databases, file systems, and network infrastructure.

= Third-party components and services integrated into the application.

2.3. Risk Assessment and Prioritization

Once the attack surface has been analyzed and potential vulnerabilities identified,
it's crucial to assess the associated risks and prioritize remediation efforts. Risk
assessment involves evaluating the likelihood and potential impact of each
vulnerability, taking into consideration factors such as:

= The ease of exploitation: How difficult is it for an attacker to exploit the vulnerability?
= The potential impact: What are the consequences if the vulnerability is
exploited? This may include data loss, financial damage, or reputational harm.
= The prevalence of the vulnerability: Is the vulnerability widespread, affecting
many applications or specific to a particular application?
= The current threat landscape: Are there known exploits or active attacks
targeting the vulnerability?

By understanding the risks associated with each vulnerability, organizations can
prioritize their remediation efforts to address the most significant threats first,
ensuring that their web applications are protected against the most critical
security risks.
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Chapter 3: OWASP Top 10 Vulnerabilities

3.1. Injection Attacks

Injection attacks occur when an attacker sends malicious data to an application,
which is then executed as part of a commmand or query. Injection attacks can
target various interpreters, such as SQL, LDAP, or OS command shells. SQL injection
(sQli) is one of the most common injection attacks, allowing attackers to
manipulate database queries and potentially exfiltrate, modify, or delete data.

Mitigation strategies for injection attacks include:

= Validating and sanitizing user input to ensure it does not contain malicious
data.

= Using parameterized queries or prepared statements to separate user input
from the actual query.

= Limiting database permissions to restrict the potential impact of an attack.
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3.2. Broken Authentication

Broken authentication refers to vulnerabilities in an application’'s authentication
and session management mechanisms, which may allow attackers to
impersonate legitimate users or gain unauthorized access to sensitive resources.
Examples of broken authentication include weak or default passwords, insecure
password storage, and inadequate session management.

Mitigation strategies for broken authentication include:

= Implementing multi-factor authentication (MFA) to strengthen user
authentication.

= Storing passwords securely using strong hashing algorithms and salt.

= Using secure, unique session identifiers and implementing proper session
timeout controls.

3.3. Sensitive Data Exposure

Sensitive data exposure occurs when an application fails to adequately protect
sensitive information, such as user credentials, payment details, or personally
identifiable information (PIl). Attackers may exploit this vulnerability to gain
unauthorized access to sensitive datag, leading to identity theft, fraud, or other
malicious activities.

Mitigation strategies for sensitive data exposure include:

= Encrypting sensitive data both in transit (using HTTPS) and at rest (using
encryption algorithms like AES).

= Implementing proper access controls to restrict unauthorized access to
sensitive data.

= Regularly auditing and monitoring data storage and handling practices to
ensure compliance with applicable regulations and industry standards.
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3.4. XML External Entities (XXE)

XML External Entities (XXE) attacks exploit vulnerabilities in XML parsers that allow
external entities to be included in XML documents, potentially leading to
unauthorized data access, remote code execution, or denial of service. XXE attacks
can occur when an application processes XML data from untrusted sources
without proper validation or sanitization.

Mitigation strategies for XXE attacks include:

= Disabling external entities or using less complex data formats (e.g., JSON)
whenever possible.

= Validating and sanitizing XML data before processing it.

= Using secure XML parsing libraries that are configured to prevent XXE attacks.

3.5. Broken Access Control

Broken access control vulnerabilities occur when an application fails to properly
enforce authorization checks, allowing attackers to access sensitive resources or
perform unauthorized actions. Examples include insecure direct object references
(IDOR) and missing function-level access controls.

Mitigation strategies for broken access control include:

= Implementing role-based access control (RBAC) and ensuring that access
controls are consistently enforced throughout the application.

= Validating user permissions before processing requests or performing actions.

= Regularly reviewing and updating access control policies to ensure they align
with the principle of least privilege.

3.6. Security Misconfiguration

Security misconfiguration vulnerabilities arise from improper or default
configurations, insecure software components, or unprotected files and directories.
Attackers may exploit these vulnerabilities to access sensitive data, execute
unauthorized code, or perform other malicious activities.
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Mitigation strategies for security misconfiguration include:

= Regularly reviewing and updating application configurations to ensure they
follow security best practices.
= Removing unnecessary functionality, services, or components from the application.
= Regularly patching & updating software components to address known vulnerabilities

3.7. Cross-Site Scripting (XSS)

Cross-site scripting (XSS) attacks occur when an attacker injects malicious scripts
into web pages viewed by other users, leading to a range of attacks, such as stealing
session cookies or redirecting users to malicious websites. XSS vulnerabilities can be
classified into three types: stored, reflected, and DOM-based XSS.

Mitigation strategies for XSS attacks include:

= Implementing proper input validation and sanitization to prevent the insertion
of malicious scripts.

= Using output encoding to prevent the browser from interpreting untrusted data
as executable code.

= Employing Content Security Policy (CSP) headers to restrict the sources of
scripts that can be executed by the browser.

3.8.Insecure Deserialization

Insecure deserialization vulnerabilities occur when an application deserializes
untrusted data without proper validation or sanitization, potentially allowing
remote code execution or other malicious activities. Attackers may exploit insecure
deserialization vulnerabilities to gain unauthorized access, escalate privileges, or
perform other harmful actions.

Mitigation strategies for insecure deserialization include:

= Validating and sanitizing serialized data before deserializing it.
= Using digital signatures or encryption to ensure the integrity and authenticity of
serialized data.
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= Employing secure deserialization libraries or mechanisms that enforce strict
type constraints.

3.9. Using Components with Known Vulnerabilities

Many web applications rely on third-party components, such as libraries,
frameworks, or plugins, which may contain known security vulnerabilities. Using
components with known vulnerabilities can expose the application to various
attacks, as attackers can exploit these weaknesses to compromise the application
or its underlying infrastructure.

Mitigation strategies for using components with known vulnerabilities include:

= Regularly monitoring and updating third-party components to ensure they are
patched and free from known vulnerabilities.

= Minimizing the use of unnecessary components and removing outdated or
unused components from the application.

= Employing vulnerability scanners and dependency-checking tools to identify
and track vulnerable components.

3.10. Insufficient Logging and Monitoring

Insufficient logging and monitoring can make it difficult for organizations to detect
and respond to security incidents in a timely manner. When an application lacks
proper logging and monitoring, attackers may be able to exploit vulnerabilities,
move laterally within the environment, or exfiltrate data without being detected.

Mitigation strategies for insufficient logging and monitoring include:

= Implementing comprehensive logging and monitoring mechanisms to capture
security-relevant events and indicators of compromise.

= Regularly reviewing and analyzing logs to identify suspicious activities or
potential security incidents.

= Integrating security monitoring tools, such as intrusion detection systems (IDS)
or security information and event management (SIEM) systems, to facilitate the
timely detection and response to security incidents.
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Chapter 4: Web Penetration Testing
Methodology

4.1. Reconnaissance and Information Gathering

Reconnaissance is the initial phase of a web penetration test, where the tester
collects as much information as possible about the target web application and its
underlying infrastructure. The goal of this phase is to identify potential attack
vectors, entry points, and vulnerabilities that can be exploited during the
subsequent testing phases. Information gathering techniques may include:

= Passive reconnaissance: Collecting information without directly interacting with
the target, such as reviewing publicly available sources, WHOIS records, DNS
records, or search engine results.

= Active reconnaissance: Directly interacting with the target to gather information,
such as fingerprinting web servers, enumerating users, or mapping the
application’s structure.
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4.2. Vulnerability Scanning

Vulnerability scanning involves using automated tools, such as web vulnerability
scanners or static and dynamic analysis tools, to identify potential vulnerabilities in
the web application, its source code, or its runtime environment. These tools help
testers to efficiently discover known security issues, misconfigurations, or outdated
components that may be exploited during the testing process.

4.3. Exploitation

During the exploitation phase, the tester attempts to exploit the identified
vulnerabilities to gain unauthorized access, escalate privileges, or otherwise
compromise the security of the web application. The goal of this phase is to
simulate real-world attack scenarios and evaluate the potential impact of each
vulnerability on the application and its users. Common exploitation techniques
include:

= Exploiting injection vulnerabilities, such as SQL injection or cross-site scripting
(XSS).

= Bypassing authentication mechanisms or exploiting session management
vulnerabilities.

= Exploiting access control vulnerabilities, such as insecure direct object
references (IDOR).

4.4. Post-Exploitation

Once the tester has successfully exploited a vulnerability, the post-exploitation
phase focuses on maintaining access, gathering additional information, and
identifying further vulnerabilities or attack vectors. The goal of this phase is to
assess the overall security posture of the web application and understand the
potential consequences of a successful attack. Post-exploitation activities may
include:

= Establishing persistence or creating backdoors to maintain access to the
compromised system.
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= Exploring the compromised environment to gather sensitive data, such as user
credentials, payment information, or sensitive business data.

= |dentifying additional vulnerabilities or weaknesses that may be exploited for
further attacks.

4.5. Reporting and Remediation

The final phase of the web penetration testing process involves documenting the
findings, providing detailed information about each identified vulnerability, its
potential impact, and recommended remediation actions. A comprehensive
penetration testing report should include:

= A summary of the testing methodology, scope, and objectives.

= A description of each identified vulnerability, its potential impact, and the steps
taken to exploit it.

= Evidence supporting the identified vulnerabilities, such as screenshots, logs, or
code snippets.

= Recommendations for addressing each vulnerability, including specific
remediation actions, best practices, or additional resources.

Once the report is delivered, the organization should prioritize and implement the
recommended remediation actions to improve the overall security of their web
application and protect against potential attacks.
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Chapter 5: Penetration Testing Tools

and Techniques

5.1. Open-Source Tools

Open-source tools are widely used in web penetration testing due to their
accessibility, community support, and flexibility. Some popular open-source tools
include:

=  Nmap: A powerful network scanner used for network discovery and
reconnaissance.

= Burp Suite Community Edition: A popular web application testing tool that
includes a proxy, scanner, and various other utilities for analyzing and
manipulating web traffic.

=  OWASP Zed Attack Proxy (ZAP): An easy-to-use, feature-rich web application
security scanner developed by the OWASP community.

= Metasploit Framework: A comprehensive penetration testing platform that
provides exploit modules, payloads, and other tools for exploiting vulnerabilities
and assessing the security of web applications.

= Wireshark: A network protocol analyzer used to capture and analyze network
traffic during penetration testing.

5.2. Commercial Tools

Commercial tools often provide more advanced features, dedicated support, and
regular updates compared to their open-source counterparts. Some popular
commercial tools used in web penetration testing include:
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= Burp Suite Professional: The paid version of Burp Suite, which includes additional
features such as automated scanning, advanced scanning capabilities, and
integration with popular CI/CD pipelines.

= Nessus: A comprehensive vulnerability scanner that can identify vulnerabilities
in web applications, network devices, and other infrastructure components.

= Acunetix: A powerful web vulnerability scanner that can identify a wide range of
vulnerabilities, such as SQL injection, cross-site scripting, and other OWASP Top
10 issues.

= AppScan: A web application security testing tool from HCL Technologies, which
provides static and dynamic analysis, as well as interactive application security
testing (IAST) capabilities.

5.3. Custom Scripting and Automation

In addition to using existing tools, penetration testers often develop custom scripts
and automation to perform specific tasks, exploit unique vulnerabilities, or
streamline their testing process. Custom scripting and automation can be
achieved using various programming languages, such as Python, Ruby, or
PowerShell. Common use cases for custom scripting and automation in web
penetration testing include:

= Developing custom exploits or payloads for unique vulnerabilities.

= Automating repetitive tasks, such as data extraction, password cracking, or web
application enumeration.

= Creating custom fuzzers or scanners to identify application-specific
vulnerabilities or misconfigurations.

= Integrating multiple tools and techniques into a single, cohesive testing
workflow.

By leveraging a combination of open-source tools, commercial tools, and custom
scripting, penetration testers can effectively assess the security of web
applications and identify potential vulnerabilities that may be exploited by
malicious actors.

Unveiling Vulnerabilities E@eshcgber

with the OWASP Top 10 Framework Protect every bit




Chapter 6: Schring Web Applications

6.1. Secure Development Lifecycle (SDLC)

A Secure Development Lifecycle (SDLC) is a systematic approach to integrating
security into the development process, ensuring that security considerations are
taken into account at each stage of the application’s lifecycle. The SDLC typically
consists of several phases, such as requirements gathering, design,
implementation, testing, and deployment, with security activities embedded in
each phase. Key components of a successful SDLC include:

= Security training for developers and other stakeholders.

= Security requirements and threat modeling during the design phase.

= Regular code reviews and static analysis to identify and remediate security
issues during development.

6.2. Security Best Practices and Guidelines

Adhering to security best practices and guidelines can help organizations develop
more secure web applications by providing a framework for addressing common
security concerns. Some widely recognized best practices and guidelines include:

= OWASP Top Ten Project: A list of the most critical web application security risks,
along with recommendations for mitigating them.

= OWASP Application Security Verification Standard (ASVS): A comprehensive set
of security requirements and verification activities for web applications.

=  OWASP Secure Coding Practices Quick Reference Guide: A set of secure coding
guidelines that can be used as a reference during application development.
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6.3. Secure Coding Practices

Secure coding practices involve writing code that is resistant to attacks and
adheres to security best practices. By following secure coding practices,
developers can reduce the likelihood of introducing vulnerabilities into their
applications. Some key secure coding practices include:

= Input validation and sanitization: Ensuring that all user input is properly
validated and sanitized before processing to prevent injection attacks.

= Output encoding: Encoding untrusted data before rendering it in the browser to
mitigate cross-site scripting (XSS) attacks.

= Principle of least privilege: Limiting the permissions and access granted to users,
processes, and systems to the minimum necessary to perform their intended
functions.

6.4. Web Application Firewall (WAF)

A Web Application Firewall (WAF) is a security solution that monitors, filters, and
blocks malicious HTTP traffic before it reaches the web application. WAFs can
protect against various types of attacks, such as SQL injection, cross-site scripting,
and other OWASP Top 10 vulnerabilities. While a WAF should not be considered a
substitute for secure coding practices, it can provide an additional layer of
protection for web applications.

6.5. Regular Security Audits and Testing

Conducting regular security audits and testing, such as penetration testing,
vulnerability assessments, or code reviews, can help organizations identify and
remediate security issues in their web applications. Regular testing allows
organizations to stay ahead of emerging threats, validate the effectiveness of their
security controls, and maintain compliance with industry regulations and
standards. By combining these practices with a strong security culture and
ongoing training, organizations can significantly improve the security of their web
applications.
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Chapter 7: Legal and Ethical
Considerations

7.1. Permission and Authorization

Before conducting any penetration testing or security assessment activities, it is
crucial to obtain explicit permission and authorization from the target organization.
Unauthorized testing can lead to legal consequences, damage to systems, and
loss of trust. Penetration testers should ensure they have:

= A clear scope of work and testing boundaries defined in a written agreement
with the target organization.

= Written permission from the target organization, detailing the specific systems
and assets to be tested.

= A plan for dealing with any unforeseen issues that may arise during testing,
including communication channels with the target organization.

Unveiling Vulnerabilities gé}eshcg ber

with the OWASP Top 10 Framework Protect every bit



Web Application Penetration Testing

7.2. Confidentiality and Data Handling

Maintaining confidentiality and ensuring proper data handling is a critical aspect
of ethical penetration testing. Sensitive information gathered during testing, such
as vulnerabilities, system configurations, or user data, must be securely stored,
transmitted, and eventually disposed of. Key considerations for confidentiality and
data handling include:

= Implementing strong encryption for data storage and communication.

= Limiting access to sensitive information to only authorized personnel involved in
the testing process.

= Establishing a clear data retention policy that outlines how long sensitive
information will be retained and the process for secure disposal.

7.3. Legal and Regulatory Compliance

Penetration testers must be aware of and adhere to all applicable laws and
regulations governing their activities, such as data protection laws, privacy
regulations, and industry-specific standards. Compliance with these legal and
regulatory requirements is essential to avoid potential penalties, legal action, or
reputational damage. Important aspects of legal and regulatory compliance
include:

= Understanding the specific legal and regulatory requirements that apply to the
target organization and the penetration testing activities.

= Ensuring that all testing activities are conducted in accordance with these
requirements, including obtaining any necessary certifications or licenses.

= Regularly reviewing and updating penetration testing practices and procedures
to keep pace with evolving legal and regulatory landscapes.

By adhering to these legal and ethical considerations, penetration testers can
ensure that their activities are conducted responsibly, professionally, and with the
best interests of the target organization in mind.
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Chapter 8: Case Studies '

8.1. Successful Web Application Penetration Tests

In this section, we will discuss case studies of successful web application
penetration tests that have identified critical vulnerabilities, mitigated risks, and
ultimately improved the overall security posture of organizations.

= Case Study I: A penetration testing team discovered a critical SQL injection
vulnerability in a large e-commerce platform's search functionality. The
vulnerability allowed the testers to exfiltrate sensitive customer data and
perform unauthorized actions on the platform. Following the penetration test,
the organization implemented input validation and sanitization, as well as
parameterized SQL queries, to prevent future SQL injection attacks.

= Case Study 2: During a web application penetration test, testers identified an
insecure direct object reference (IDOR) vulnerability in a financial institution's
online banking portal. The vulnerability enabled unauthorized access to other
users' account details and transactions. The organization addressed the issue
by implementing proper access control mechanisms, ensuring that users could
only access their own accounts and related data.

8.2. Lessons Learned from Real-World Incidents

Real-world incidents provide valuable insights into the consequences of security
failures and the importance of proactive security measures. By examining these
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incidents, organizations can learn valuable lessons to improve their own security
practices.

= Incident 1: A major data breach occurred when attackers exploited a known
vulnerability in a web application framework. The organization had failed to
apply a security patch in a timely manner, leaving their systems exposed. The
lesson learned from this incident is the importance of promptly applying
security updates and patches to mitigate known vulnerabilities.

= Incident 2: A large-scale distributed denial-of-service (DDoS) attack disrupted
the services of a popular online platform. The attackers exploited poorly
secured |oT devices to generate massive amounts of traffic, overwhelming the
platform’s infrastructure. This incident highlights the need for robust network
security measures, such as DDoS protection services and proper access control
for loT devices.

8.3. Best Practices for Effective Remediation

Effectively remediating vulnerabilities discovered during penetration testing is
crucial for improving the security of web applications. Some best practices for
effective remediation include:

= Prioritizing vulnerabilities based on their potential impact and exploitability,
focusing on addressing the most critical issues first.

= Collaborating with development teams to implement secure coding practices
and ensure that vulnerabilities are addressed in a timely manner.

= Regularly reviewing and updating security policies, procedures, and training to
ensure that the organization maintains a strong security posture.

= Conducting follow-up penetration tests or security assessments to validate the
effectiveness of remediation actions and confirm that vulnerabilities have been
successfully addressed.

By studying these case studies and lessons learned from real-world incidents,
organizations can better understand the importance of proactive security
measures and apply best practices for effective remediation to enhance the
security of their web applications.
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Chapter 9: Conclusion .

9.1. The Importance of Continuous Improvement

Web application security is an ongoing process that requires continuous
improvement to stay ahead of emerging threats and adapt to the ever-evolving
technological landscape. Organizations must regularly assess their security
posture, identify areas for improvement, and take proactive measures to address
potential vulnerabilities. Key elements of continuous improvement in web
application security include:

= Regularly conducting security assessments, such as penetration tests and
vulnerability scans, to identify and remediate vulnerabilities.

= Continuously monitoring for new threats, vulnerabilities, and attack techniques,
and adapting security strategies accordingly.

= Updating security policies, procedures, and training to ensure that the
organization's security practices remain effective and up-to-date.

9.2. Building a Security-First Culture

A strong security culture is essential for organizations to effectively protect their
web applications and reduce the risk of security incidents. By fostering a security-
first culture, organizations can encourage all employees to take an active role in
maintaining and enhancing the security of their web applications. Key
components of building a security-first culture include:
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= Ensuring that security is a priority at all levels of the organization, from the
executive leadership to individual developers.

= Providing regular security training and awareness programs for employees to
develop a strong understanding of security principles, best practices, and their
roles in maintaining security.

= Encouraging open communication and collaboration between security teams,
development teams, and other stakeholders to address security concerns and
share knowledge.

In conclusion, web application security is a critical aspect of protecting an
organization’s valuable assets, customer data, and reputation. By understanding
the risks, employing effective penetration testing methodologies, utilizing the right
tools and techniques, and fostering a security-first culture, organizations can
significantly improve the security of their web applications and better protect
themselves against potential threats.
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ABOUT DESHCYBER

DeshCyber offers robust security solutions based on the
OWASP Top 10, prioritizing the most critical web application
risks. By employing comprehensive vulnerability assessments,
penetration testing, and tailored security strategies,
DeshCyber effectively mitigates these risks. With a focus on
continuous improvement, the company ensures its clients’
digital assets remain protected against emerging threats,
while adhering to industry best practices and the latest
security standards. DeshCyber's commitment to the OWASP
Top 10 demonstrates its dedication to providing cutting-edge,
reliable cybersecurity solutions
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